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Abstract— Access control, a task of managing permissionheavily dependent on the type of credentials and hence they
or denial to the use of particular resources by particu- are not negligible at all. In fact, it is reported that using some
lar entities, is achieved by credentials such as passwordsorts of electronic credential has increased the costs of the
and physical keys. Although security of access control haadministrators to maintain the access control policy [1].
extensively been studied, researchers have not paid muchHowever, to the best of our knowledge, there exist no
attention to comparing costs of the systems with differentesearches considering to reduce or estimate the costs of
credentials. This paper provides a general modeldoior- access control, although we can find many researches on
key management systenfigr access control, where door  security of (digital) access control systems [2], [3] and
represents a resource to control access anttey does a many services of identity and access management, such as
credential. We show door-key management systems based Microsoft Identity and Access Management, and that of
smart cards, biometrics, metal keys, and passwords will welphysical access control systems with some fixed type of
fit to our model. Then, we introduce management costs toredentials, such as biometrics. In the existing researches,
the proposed model. Finding the best door-key managemeseérvices, and systems, we do not need to consider the
system in terms of minimum management cost is a hard tas&pst of access control management because every cost of
since different systems have different restrictions. We presenhanging the security policy is the same. For instance, in
a general algorithm that computes the minimum cost of doora digital access control system, the costs for making some
key management systems with different types of keys. person both able and disable to access some resource are
the same, because they are completed by modifying entries
Keywords: access control, door-key management system, detepf an access control database. Therefore, it is important to

ministic finite state machine, cost evaluation compare costs among access control with different types
. of credentials. But, we can find no general approaches to
1. Introduction evaluate such costs.

Access control, a task of managing permission or denial In this paper, we first formalize a model of access control
to the use of a particular resource by a particular entityin which adoor represents a resource to protect. The model
has been critical in human society. Considered resources t® based on a deterministic finite state machine in which each
control access are in a wide range from physical resourcestate represents a binary relation between doors and users.
such as secure rooms, to digital resources, such as compuwe define two types of requests in the model, one of which
files. enables users to open doors, and the other disables users

Access control is achieved with credentials, and in facfrom opening doors. Then, we propose a modetiodr-key
there exist many kinds of credentials we can use for accessanagement systeriiswhich akeyrepresents a credential.
control. For instance a physical key is a classical, yefThis model is based on another deterministic finite state
practical, credential for physical access control, and amachine, in which each state represents a pair of binary
electronic key has become popular as a credential. Usingelations between doors and keys, and between keys and
electronic credentials offers us more sophisticated physicaisers. We define four unit operations in the model, to enable
access control, as well as it also improves security. We are &eys to unlock doors, to disable keys from unlocking doors,
the stage where a variety of possible credentials are available issue keys to users, and to collect keys from users. We
for access control. show that electronic door-key systems using smart cards,

However, this fact poses a new challenging problem irbiometrics, metal keys, and passwords all well fit in our
access control: How can we select the most suitable typsodel.
of credential for a particular measure such as access control The access control model we propose describes a policy
management costs? Here we mean by the costs the burdehaccess control and a door-key management system model
of the administrator of the system to manage some changésan implementation of the policy using keys as credentials.
in the security policy, e.g., making a particular person ablél'he separation of the door-key management system from the
to enter a secure room. Note that these kinds of costs aeecess control policy enables us to uniformly evaluate the



costs of implementations with different types of keys. Definition 2 (Transition Function §) For any state®,q €
We then consider how to evaluate the minimum cost forQ,

a given request when some changes occur in the access 5(p, (gr,q—p))=q ifpcqand

control policy. We emphasize this problem of computing the 5(p, (re,p—q)) = ¢

minimum cost is not as easy as it may sound, as the cost

varies with the door-key management system. Section 3 will The above definition implies that we only considega

discuss it in more details. We present a general algorithm teequest which “newly” enables at least one user to open

solve the problem for any type of door-key managemenat least one door. Similarly, we only considet-a request

systems, by reduction to the single-source shortest patithich “newly” disables at least one user from opening at

problem of a directed graph [4]. least one door.

. Fig. 1 illustrates the finite state machidé¢ of the door
2. Modeling Door Access Control and access control{d}, {u1, us}, M), where g = 0.

Door_Key Management In the sequel we assum® and U are fixed.

We firstly propose a model of door access control in
Section 2.1, which represents the access control policy t8-2 Door-Key Management System
doors. Then in Section 2.2, we mtroduce a model of door- gnsider how to implement the door access control of
key management systems that implement the door accepginition 1. A natural, yet practical, solution is to useys
control using keys as credentials of users to access doorgs mediums of the right of users to open doors. We maintain

Section 2.3 shows that the above model is general enougiiinary relation between doors and users using two binary

to deal with different types of keys such as smart cardsyg|ations between doors and keys, and between keys and
biometrics, metal keys and passwords. users.

if pDgq.

2.1 Door Access Control Definition 3 (Door-Key Management System)A  door-
In this section, we consider a model of door access contrqley management systeiis a quadruple (D, K, U, My )
where the task is to maintain a binary relation between doorg,ch thatD is a finite set ofdoors K is a finite set of
and users. Here the binary relation implies that the doorgeys 17 is a finite set ofusers and My is a deterministic
may be opened by the users. We model door access contigite state machinéQx, S, 0, qxo) Where

based on a deterministic finite state machine where each

DxK KxU ;
state represents each binary relation. e Qx C2 X 2 is the set of states,

o Yk C ({ac,in} x 2P*KYU ({is, co} x 28x V) is the
Definition 1 (Door Access Control) A door access control input alphabet, _ - _
is a tuple(D, U, M) such thatD is a finite set ofdoors U ¢ 0 ¢ Qr X Xk — Q Is the transition function, and
is a finite set ofusers and M is a deterministic finite state ~ * 9¢x0 € Qx is the initial state.
machine( @, X, §, ¢o) where
o Q =2PxU s the set of states,
o ¥ = {gr,re} x 2P*V is the input alphabet,
e 0:Q x X — (@ is the transition function, and
e o € @ is the initial state.

We call each elemenix € Qx ak-state to tell it from
a stateq € ) of the door access control.

Letd e D, ke K andu € U. Let qx € Qk, and denote
qK = (qKa,qu). Theana CDxK anqub C KxU.
If (d,k) € qk,, then we say that the kel canunlock the

Each stateg € Q represents a policy of door accessdoord in the k-stategx. If (d, k) ¢ qk,, then we say that
control. Letd € D andu € U. If (d,u) € q, then we the keyk cannot unlock the dood in the k-stategg. If
say that the uset may openthe doord in the stateq. If (k,u) € qk,, then we say that the userhasthe keyk in
(d,u) ¢ g, then we say that user must not open the door the k-stategx. If (k,u) ¢ gxk,, then we say that the user
d in the statey. does not have the ke in the k-stateyy .

Each element of the alphab&t = {gr,re} x 2P*V Each element of the alphabBty C {ac,in} x 2P*K y
is called arequestto change the policy of door access {is,co} x2X*V is called anoperation Here,ac represents
control, that is, to transit to another state. Nameady, an operation of enabling keys to unlock doais,represents
represents a request of enabling users to open doors. Fan operation of disabling keys from unlocking doots,
instance,(gr, {(u,d)}) is a request of enabling the user represents an operation of issuing keys to users, and
u to open the dookl. On the other handre represents a represents an operation of collecting keys from users.
request of disabling users from opening doors. For instance, We define the transition functiafy in a somewhat similar
(re,{(u,d)}) is a request of disabling the user from  way to the transition functiod of Definition 2.
opening the dootl.

The transition functiory is defined below: Definition 4 (Transition Function dx) For any k-states
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Fig. 1: The finite state machin& of the door access contré{d}, {u1,us}, M), whereqy, = (). Each state consisting of a
binary relation betweetd} and{u,,us} is represented by a bipartite graph.

Pk = (PK. PK,): 4k = (4K.,dK,) € QK

(
Ik (pK, (ac,qx, — PKk,)) = ax if px, C 4k, ,PK, = 4K,
O (pr, (in, Pk, — qKk,)) = qx If px, D 4K, ,PK, = 4K,
Ik (pK, (is,qx, — PK,)) = ax i pK, C qK,,PK, = UK.,
0k (PK, (co,pr, — qK,)) = 4x if pr, D 4K, PK, = 4K, -

See Fig. 2 which illustrates an example of the fi-
access control

nite state machineM of the door
({d}, {k},{u1,us}, Mg), whereqgo = 0.

access control.

Definition 5 (Function ¢ from K-States to States) Let
ax = (gk,,qx,) be any k-state inQx and ¢ any state in
@, respectively. Define a binary relatioR C D x U such
that (d,u) € R iff (d,k) € qk, and (k,u) € gk, for some
k € K. If R = q, then we denoté(qx) = q.

If {(¢gx) = ¢, we say that the k-statex in a door-
key management systef®, K, U, M) correspondgo the
stateq in the door access contrdD, U, M). Note that{

(1) ¢ is a surjection, and
(2) for anyp,q € @ such thaté(p,r) = ¢ with somer €
¥, there existSpk, gx) € Qk such that((px) = p,
Clgr) = q, anddx (pk, s) = qx With somes € ¥%..
Note the door-key management system of Fig. 2 imple-
ments the door access control of Fig. 1.
The following proposition gives the lower bound for
the number of keys for a door-key management system to

: implement the door access control.
Now we consider the correspondence between a k-stale P

of a door-key management system and a state of the dogroposition 1 Any

door-key
(D,K,U,Mg) implements the door
(D, U, M) only if K| > min{|D|,|U|}.

management system
access control

Proof.Assume D| < |U|. Consider state = {(d;,u;) | 1 <

i < |DI,di # dis1} U{(dypjue) | D] +1 <0< |U]ug #
uet1}. If |K| < |UJ, due to the pigeonhole principle (refer
to e.g. [5]), no k-states i)k correspond ta;. The case
|D| > |U| can be shown similarly. O

By Proposition 1 we will only consider door-key manage-
ment systems withK | > min{|D|, |U|}.

may be a many-to-one function, that is, more than one k-state

in Qx may correspond to a state ). For the door access 2.3 Modeling Real-World Door-Key Manage-
control of Fig. 1 and the door-key management systemnant Systems

of Fig. 2, we have that(qxo) = C(gx1) = Clgk2) =
C(gr3) = Claxs) = qo, C(axa) = q1, ((gxe) = g2, and
Clar7) = g3

In this section we describe real-world door-key manage-
ment systems based on our general door-key management

Consider to implement the door access control using &YStem model of Definition 3.

door-key management system. In so doing, the followin

extended version of the transition functidg is useful.

Definition 6 (Extended Transition Function dx) For any
k-stateqi € Qk,

0k (gk,€) = qi for the empty sequence

Sk (qre, 2B) = 0k 0k (qk, 2), B) for any z€ B, fEX%.

We say that a door-key management sysiemplements

the door access control if

qDefinition 7 A smart-card-based door-key management sys-

temis a door-key management system of Definition 3 with
the following restrictions:
1) For anygx = (qx,,qx,) € Qx, let (k,u) € qx,. Then
for any v’ # w it holds that(k,v’) ¢ ¢k, .
2) Yk = ({ac,in} x D x K) U ({is,co} x K x U).

Condition 1 implies that at every k-state each key is not
shared by two or more users. That is, for each smart card
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Fig. 2: The finite state machind/x of the door access contrd{d}, {k}, {ui,uz}, Mx), where Qg = 2{db<{k} y
olkbx{uiuz} s — fac,in} x ({d} x {k}) U {is,co} x ({k} x {ui,us}) and gxo = (. Each k-state consisting of
a pair of binary relations betweehi} and{k}, and betweerd k} and{u1,us} is represented by a tripartite graph.

there is a unique user who has it. This describes a smart cafdhis assumes that biometric keys cannot be given to or taken

often contains personal information of the user which is nofrom a user afterwards.

shared by other users. Condition 2 implies that at a single

step of the system we can make an operation to a single pdiefinition 9 A metal door-key management systeém a

of a door and a key, or of a key and a user. door-key management system of Definition 3 with the fol-
lowing restriction:

Definition 8 A biometrics-based door-key management sys- 1) ¥, = ({ac} x D x K) U ({is,co} x K x U) U

temis a d_oor-key.m_anagement system of Definition 3 with (UqudeeD({in} x {(d, k) € QKG,}))-

the following restrictions:

1) For anygx = (¢xk.,qxk,) € Qx and anyu € U, there
existsk € K such that(k,u) € gk, .

2) For any qx = (qx,.qx,) € Qx and for any
(k,u), (K u') € qk, wWith u # «/, it holds thatk # £’.

3) For anypx = (pk,:Pk,), 4k = (4k,,qxK,) € @k, it
holds thatpk, = gk, .

4) Y ={ac,in} x D x K.

Condition 1 implies that a single operation enables a key
to unlock a door, issues a key to a user, or collects a key
from a user. A specialn operation implies that at any k-
state all keys which can unlock the same door are disabled at
once. This describes that if a key hole of a door is changed,
then all metal keys associated with the old key hole become
unable to unlock the door.

Definition 10 A password-based door-key management sys-

Condition 1 implies that at any k-state, every user ha%e{n is a door-key management system of Definition 3 with
at least one key. This describes that each user has at Ie?ﬁe following restrictions:

one biometric key such as fingerprints, iris, and hand vein
patterns. Condition 2 implies that at any k-state, no key is 1) For anyax = (4k.,ax,) € Q. 1et(d, k) € qx,. Then
shared by two or more users. This describes the uniqueness . O" anyk: # k. it holds that(d, k') # qx,

of biometric keys. Condition 3 implies that at any k-states, 2) Let Pk = (Px..pPx,).ax = (dx,.ax,) € Qx be
the binary relation between keys and users is identical. This Ny k-states such thalx (px, (in, {(d, k)})) = ax
describes the permanency of biometric keys. Condition 4  fOf Somed and k. Thengy has exactly one transition
implies that a single operation either enables or disables a Ix (ax; (co, {(k,u) € 4, }))-

key from unlocking a door. From the other conditions it 3) ¥x = ({ac,in} x D x K) U ({is} x K x U) U
is clear that there is no transition witts or co operations. (UquQK{co, {(k,u) € qx,}}), where{co, {(k,u) €



qx, } } is as defined in Condition 2. framework where we can deal with arbitrary costs to evaluate
various types of door-key management systems. Computing

Condition 1 implies that for each door there is a uniquéthe minimum cost of a given request is formalized as the
key that can unlock the door. This assumes only one pasgs|iowing problem.

word is associated with each door. Condition 2 implies that

once the key: gets disable from unlocking the dodythen  Problem 1 The minimum cost problenof a request of the
the keyk is immediately collected from all the users who door access contrdlD, U, M) w.r.t. a door-key management
have the key:. By “a user has a password”, we mean that thesystem(D, K, U, M) is as follows.

user can open the door at the first trial of typing a password. _ |npyt: A k-statepx € Qx and a request € .

Once the password is changed to a new one, then since the_ oytput: A positive integer € A" and a k-stategx €
user does not know the new one, the user can open the door (), 'sych that

only with a negligible (very small) probability. This suggests

the key has been collected from the user. Condition 3 implies c = min{cost(B) | ((Ok (px,B)) = 0(C(pk),7)},
a single operation enables a key to unlock a door, disables ¢, = 6x(pk,s),

a key from unlocking a door, or issues a key to a user. A ) )

specialco operation takes place at a single step as defined Where s is a sequence of operations such thate
in Condition 2. argmin{ cost(3) | ((0x (px,3)) = 6(C(px),7)}-

It is not difficult to prove the following theorem. Namely, the problem is: given a k-statg € Qx and a

.requestr € 3, find a sequence of operations of minimum

Theorem 1 Every door-key management system of Defini- . i
tion 7, Definition 8, Definition 9 and Definition 10 imple- cost which leads to a k-state corresponding to the target state

i 6(¢(pk),T) € Q.
ments the door access control of Definition 1. See Figure 1 and Figure 2. Assume that the inputs of Prob-
: lem 1 are k-statex. and requestre, {(d,u1), (d,usz)}). If
3. Evaluating Costs of Door-Key Man- Cin = 3 and C, :71, then the solution is minimum cost
agement Systems c =2 (= 2 x C) and k-stategx, which corresponds to

In this section we consider how to evaluate the minimumStallte_q0 - 0. _H_owever, i Ci‘i - Siand Ceo :d i then the
costs ofgr andre requests of the door access control. WeS%!Jtr'lonl IS minimum SOSt =3 (__ @Cin) and k-stateyx;
remark that the minimum cost may vary with the door-'Which also corrésponds to Sta;@*_ ' . .
key management system that implements the door accesslt is also noteworthy that, even in the S|mples_t _unlt cost
control, as real-world systems often have some restrictiond10del WhereCae = Cin = Cjo = Ceo = 1, the minimum
such as those introduced in Section 2.3. Hence generﬁpSt varies W't_h the typg of door-key manage_m.ent system.
measures of the costs of requests, and an efficient method I,?[edam?rkhthat' In the umtbcostf model,' the Smlnllr?um cgslt
compute them, are significantly important to evaluate dooreduals the minimum number o 'operatlons. ee mgure S.
key management systems. each system, the input is a pair of a k-state corresponding

Let A/ be the set of non-negative integers. We define thd® & State {(di,u1), (d1,u2), (d2,u1), (d2,u2)}  and

cost of each single operation of a door-key managemerit request (re, {(dy, u), (dz,m)}). Hence the target
system as follows. state is {(di1,u2),(d2,u2)} in which only the user

up can open the doorsd; and ds. In the smart

Difinition 11 (Cost Function cost) Function cost  : g?rs‘: isbase?(( sy?t(elzfm (;f}))Deﬁnitionln7iheth§ior:1neirt1riir:sum
i 1 coS co u = .
Eic — Nis defined as follows. based system ’of Bef}nition 8, the minimum cost is
Cac €N if 0 =(ac, A) € Xk, cost((in, {(d1,k1)}), (in,{(d2, k1)})) = 2. In the metal
Cin € N if 0 = (in, A) € X, key based system of Definition 9, the minimum cost is
COSt(U) = Cie € N if o = (iS,B) c Z}(, cost((in, {(dl,]ﬁ), (dl,k‘g)}), (iIl7 {(dg, ]ﬁ), (dz,k)g)}), (<’:1C7
Cw €N if o= (co, B) € S, and {(d1,k3)}), (ac, {(da, k3)}), (is, {(k3,u2)})) = 5. In the

password based system of Definition 10, the minimum cost is
ls| . COSt((inv{(dlvkl)})v(Cov{(klvul)v(klqu)})’(inv{(d%
cost(s) = Y cost(sli]) if |s| >2, ko)), (co, {(ka,ur), (Ko, u2)}), (ac, {(d1, ks)}), (ac, {(da,
=1 k4)}),(is,{(k;3,u2)}),(is,{(k‘4,u2)})) = 8.
where A C 2P%K B C 2KxU  and s[i] is thei-th element As observed above, the solution to Problem 1 varies with
of the sequence € X} of operations. the cost function and the door-key management system, and
therefore a general algorithm to solve the problem with
The actual values df,., Ci,, Cis, andC., may vary with  arbitrary costs is of significant importance. The following
the door-key management system. Hence, we need a genettatorem shows that we indeed have such an algorithm.
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Fig. 3: The minimum cost for the same request may vary with the door-key management system.

Theorem 2 Problem 1 is solvable it (| Qx |?) time. 1) In the proposed model, we did not consider that a
user may take some operations. For instance, in the
Proof. Consider an edge-weighted directed graph = real world, a user might tell a password to another
(V,E) st. V. = Qkx and E = {(pk,qx, cost(®)) | user who did not know it, independently of the admin-
0x (P, @) = qx } € VxVxN. Itfollows from Definition 3 istrator of the system. Yamasaki et al. [6] presented
and Definition 11 that a solution to the single source shortest 3 mobile phone based door-key management system
path problem based onost(-) from the input vertexp in which a user can copy his/her electronic door-key
to each vertexgx € @k is equal tomin{cost(a) | and can delegate it to another user's mobile phone
ok (px,®) = qx}. For each vertexx € Qk, check if in an “offline” manner (without communicating the
C(gx) = 6(C(pk),7), Wherer is a given request € %, administrator). Our model needs to be extended to

and keep the solution of the shortest path problem from  dealing with such operations by users too.

px if it is smaller than the previously kept solution for 2) To quickly evaluate large-scaled systems, it is neces-
some vertex already checked. This checking can be done in ~ sary to speed up the algorithm to solve Problem 1.

O(|D[x|K|[x|U|) time for each vertex by e.g. implementing Our algorithm is inefficient when only a few k-states
the binary relations betwee® and K, and betweenk correspond to the target state of the door access control,
and U, with matrices of size[D| x |K| and |[K| x |U], as Dijkstra’s algorithm preprocesses all vertices (k-
respectively. It is well know that the single source shortest  states) and the total number of vertices|@x| =
path problem can be solved i@(|V|* + |E|) time, e.g. O(2IPIXIKI+IKIxUI) Hence, if we can efficiently enu-
see [4]. Note thatV| = |Qk| and |E| = O(|V]?). Hence merate every and only k-state corresponding to the
the overall time cost i©)(| Qx |*). O target state and compute the edit distance between the
input k-state and each enumerated k-state, we can save
4. Conclusions and Future Work considerable computational time and space. The edit

operations we consider are insertion and deletion of
edges of the tripartite graphs representing k-states. An
efficient enumeration algorithm of pattern trees match-
ing a given data tree has been studied [7]. It may be
possible to modify the above algorithm to enumerating
all tripartite graphs (k-states) which correspond to a
given bipartite graph (target state).

In this paper we considered door-key management sys-
tems for door access control. We model them based on
deterministic finite state machines. Our model is general
enough to describe various door-key management systems
based on smart cards, biometrics, metal keys, and passwords.
We gave an algorithm to compute the minimum cost of a
door-key management systems to realize a given request on
the door access control. The proposed algorithm is based QR aferences
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